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EQUALITY AND DIVERSITY STATEMENT

Salutem Care & Education is committed to the fair and equitable treatment of all individuals in
accordance with the Equality Act 2010. An Equality Impact Assessment has been completed for
this policy to ensure it can be applied consistently and without discrimination. Salutem Care &
Education is committed to safe, high-quality, person-centred services that uphold people’s rights
and dignity.

All colleagues (including volunteers, agency workers and contractors) must follow this policy,
guided by our values. Policies are reviewed every two years (unless stated); if a review is delayed,
the current version remains in force until approved by the Policy Sponsor.

Training will support understanding, and people we support will be involved in reviews. Local
procedures may support this policy, but corporate policies must not be changed locally without
formal approval.

This policy must be shared with all colleagues. The controlled version is on BLINK;
printed/downloaded copies may be out of date
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1. Summary

1.1 Cavendish View School is committed to safeguarding pupils, staff and the wider school
community in an increasingly digital world. Technology and online services bring significant
educational benefits; however, they also introduce risks that can impact pupils’ safety, wellbeing,
privacy and learning. This Online Safety Policy explains how we create and maintain a safe, secure
and supportive digital environment, including the safe use of the internet, devices, networks,
platforms and online services.

This policy applies to online activity:

e On-site (using school systems, devices and networks)

o Off-site (where online incidents affect pupils’ welfare, relationships, behaviour, or school
life)

e During remote learning (where used), including use of online learning platforms and
communication tools.

As an independent special school, we recognise that some pupils may be more vulnerable online
due to factors such as SEND, communication differences, social vulnerability, trauma histories, or
difficulties with risk awareness. Our approach therefore prioritises:

o Safeguarding and early intervention

e Clear structure and predictable routines

o Reasonable adjustments and accessible teaching

o Partnership working with parents/carers and external agencies where needed.

1.2 The policy sets out how we will:

o establish clear expectations for safe, responsible and professional use of technology by
pupils, staff, volunteers, contractors and visitors

o define roles and responsibilities for leaders and key staff, including the Headteacher, DSL,
Online Safety Lead, and technical support

e ensure appropriate filtering and monitoring is in place, including governance oversight,
regular review and an auditable change process

e teach online safety explicitly and consistently through the curriculum (e.g., PSHE/RSHE,
Computing and pastoral work), including emerging risks such as misinformation/deepfakes,
online exploitation, cyberbullying, and harmful content

e provide clear reporting routes and response procedures for online safety incidents,
including escalation to safeguarding processes, external agencies and police where
required
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¢ link online safety to related policies and procedures, including safeguarding/child
protection, behaviour, anti-bullying, staff code of conduct, data protection and
information governance

¢ promote a culture where pupils and staff feel confident to report concerns, knowing they
will be taken seriously and responded to appropriately.

This policy is reviewed at least annually, and may be updated sooner in response to emerging
risks, changes in statutory guidance, incidents, audit findings, or changes to technology and
systems. Any errors, omissions or improvement suggestions should be raised promptly with
the Headteacher, Designated Safeguarding Lead (DSL) or Online Safety Lead.
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4. Definitions

Safeguarding: Protecting children and young people from harm and promoting their welfare. This
includes protecting pupils from abuse and neglect, preventing impairment of health or
development, and ensuring safe and effective care. In an online context, safeguarding includes
risks such as grooming, exploitation, bullying, exposure to harmful content, radicalisation, and
unsafe sharing of personal information.

Online Safety: The safe, responsible and informed use of technology and online services to reduce
risk of harm and to protect privacy, wellbeing and learning. Online safety includes how pupils and
adults behave online, how technology is supervised and managed, and how the school prevents,
identifies and responds to online risks.

Acceptable Use Policy (AUP): A set of rules and expectations that explains how pupils, staff and
other users must use school devices, networks, platforms and online services safely and
appropriately. An AUP typically covers behaviour expectations, prohibited activity, reporting
concerns, and consequences of misuse. Users are expected to read, understand and follow the
relevant AUP.

Filtering: Technical controls used to restrict access to online content that may be harmful or
inappropriate. Filtering may be applied at network, device, user or group level and should be
age/need appropriate. Filtering is not a substitute for supervision and education; itis one part of a
wider safeguarding approach.

Monitoring: Processes and tools used to review and identify concerning or inappropriate activity on
school devices, networks and systems. Monitoring supports safeguarding by helping the school
identify risk (e.g., harmful searches, contact from unknown adults, extremist content) and respond
appropriately. Monitoring must be proportionate, transparent to users (through AUPs and privacy
notices), and managed in line with safeguarding and data protection requirements.

Personal Data: Any information that can identify an individual directly or indirectly. This includes
names, photographs, video/audio recordings, contact details, usernames, online identifiers,
location data, and information about a pupil’s needs or circumstances. Personal data must be
handled securely and lawfully in line with UK GDPR and the Data Protection Act 2018.

Data Breach: A security incident where personal data is lost, accessed, altered, disclosed or
destroyed without authorisation, or where it is unavailable when needed. Examples include sending
information to the wrong recipient, lost devices, unauthorised access to accounts, or accidental
publication of pupil information. Data breaches must be reported and managed in line with school
and organisational procedures, including escalation to the DPO.
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Cyberbullying: Bullying that takes place online or through digital devices, including repeated or
targeted behaviour intended to upset, intimidate or humiliate. This may include harassment,
threats, spreading rumours, exclusion, impersonation, sharing images without consent, or abusive
messages. Cyberbullying is managed through safeguarding and behaviour procedures.

Online Sexual Harassment and Abuse: Unwanted sexual comments, messages, requests, or
sharing of sexual content online. This includes coercion, pressure to share images, sexualised
name-calling, and harassment via social media, messaging apps, gaming platforms or livestreams.
This is a safeguarding concern and may be a criminal offence.

Sextortion: A form of blackmail where someone threatens to share sexual images, videos, or
private information unless the victim provides more images, money, or other demands. Sextortion
is a safeguarding concern and may require police involvement.

Youth-produced sexual imagery (hnudes/semi-nudes): Any imagery (photo, video, livestream,
screenshot, or Al-generated/deepfake sexual image) that shows or appears to show a child/young
person nude or partially nude, created or shared by young people. This may be consensual between
peers or involve coercion/exploitation. Staff must follow safeguarding procedures and UKCIS
guidance, and must not view, copy, forward or store such images.

Grooming: A process where an adult (or sometimes another young person) builds a relationship
with a child online to manipulate, exploit or harm them. Grooming can include flattery, gifts,
secrecy, threats, sexualised conversation, requests for images, or moving communication to
private platforms. Grooming is a safeguarding concern and may be a criminal offence.

Child Sexual Exploitation (CSE) (online and offline)

A form of abuse where a child is manipulated or coerced into sexual activity in exchange for
something they need or want, or for the gain of the perpetrator. Online environments can be used to
initiate, facilitate or record exploitation.

Criminal Exploitation (including County Lines) (online and offline): Where a child is coerced,
controlled or manipulated into criminal activity. Online platforms may be used for recruitment,
threats, or coordination.

Harmful Online Content (content risks): Online material that may harm pupils’ wellbeing, safety,
or development. This can include (not exhaustive):

e Sexual content and pornography

¢ Violent or graphic content

e Self-harm or suicide content

¢ Hate content and extremist material
e Content promoting eating disorders
e lllegal drug content
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e Content encouraging dangerous challenges or risky behaviour.

Contact Risks: Risks arising from online contact with others, including strangers or those who
misrepresent themselves. This includes grooming, coercion, harassment, and pressure to move
conversations to private platforms.

Conduct Risks: Risks arising from a user’s own behaviour online, including bullying others, sharing
personal data, sending harmful messages, sharing images without consent, or breaking school
rules and laws.

Misinformation / Disinformation: False or misleading information shared online.

¢ Misinformation is false information shared without intent to cause harm.

o Disinformation is false information shared deliberately to mislead or manipulate.
Both can impact pupils’ safety, beliefs, and decision-making and are addressed through
teaching critical thinking and safe research skills.

Deepfakes / Al-generated content: Images, audio or video that have been generated or altered
using artificial intelligence to appear real. Deepfakes can be used for misinformation, bullying,
sexual harassment, or reputational harm. Al-generated sexual imagery involving children is a
safeguarding concern and may be illegal.

Digital Footprint: The record of a person’s online activity, including posts, comments, messages,
photos, likes, searches, and accounts. A digital footprint can affect privacy, reputation and safety.

Privacy Settings: Controls within apps, games and platforms that determine who can see content,
contact a user, or access personal information. Pupils and staff are taught to use privacy settings
safely and review them regularly.

Remote Learning: Education delivered using online platforms when pupils are not physically on
site. Remote learning includes live lessons, recorded content, online assignments and digital
communication. Remote learning must follow safeguarding, behaviour and data protection
expectations.

Searching, Screening and Confiscation: Processes used by schools to manage concerns about
prohibited items or harmful content on devices. This includes when staff may search for, screen, or
confiscate devices, and how evidence is preserved and escalated. Actions must follow DfE
guidance and school procedures and must be proportionate and safeguarding-led.

Password Security: Practices for creating and managing strong passwords (and not sharing them)
to protect accounts and systems. This may include multi-factor authentication for key systems.
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Two-Factor Authentication (2FA) / Multi-Factor Authentication (MFA): An additional security step
requiring more than one form of verification to access an account (e.g., password plus a code).

Phishing: A scam where attackers try to trick users into providing personal information (e.g.,
passwords, bank details) or downloading malicious software by pretending to be a trusted source.

Malware: Malicious software (e.g., viruses, spyware, ransomware) designed to damage devices,
steal data, or disrupt systems.

Prevent (Prevent Duty): A statutory duty requiring schools to have due regard to the need to
prevent people from being drawn into terrorism or extremism. Online risks may include exposure to
extremist content, propaganda, or online communities that encourage radicalisation. Prevent
concerns must be managed through safeguarding processes and, where appropriate, referrals to
local Prevent/Channel arrangements.

Reporting Procedures: The steps pupils, staff and parents/carers must follow to report online
safety concerns or incidents. At Cavendish View School, concerns are reported to the DSL/Online
Safety Lead and recorded on CPOMS/Nourish in line with safeguarding procedures.

Business Continuity Plan (BCP): A documented plan that sets out how the school will continue to
operate and maintain safe education and safeguarding arrangements during disruption (e.g., ICT
outage, cyber incident, loss of internet/telephony, platform failure). The BCP includes roles,
escalation routes, interim controls, and recovery actions to restore normal service safely.

5. Principles

Cavendish View School will adopt a whole-school approach to online safety that is safeguarding-
led, proportionate and responsive to emerging risks. In practice, Cavendish View School will:

5.1 Safeguarding-first decision making: Put safeguarding first in all decisions about technology,
platforms, online activity and device use. This includes ensuring that tools and systems are
appropriate for pupils’ age, needs and vulnerabilities, and that safeguarding risks (e.g., grooming,
exploitation, harmful content, cyberbullying, radicalisation) are considered before adoption or
change.

5.2 Reporting culture and trusted response: Maintain a culture of openness and reporting where
pupils, staff and parents/carers feel confident to raise concerns and know they will be listened to
and supported. We will promote clear reporting routes, respond promptly, and ensure pupils
understand how to seek help both in school and externally where appropriate.
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5.3 Risk-based controls: filtering, monitoring and access: Use arisk-based and needs-led
approach to filtering, monitoring and access. Controls will be proportionate and reviewed regularly,
reflecting:

e Pupil age/stage and SEND needs

e Communication needs and vulnerability to online manipulation

e Knownrisks (e.g., self-harm content, sexual content, extremist material)

e The need to balance safety with access to learning.

e Filtering and monitoring are part of a wider safeguarding approach and do not replace
education, supervision and professional curiosity.

5.4 Curriculum and education: building digital resilience: Ensure online safety is taught
explicitly and revisited regularly through the curriculum and wider school life (e.g., Computing,
PSHE/RSHE, tutorials, assemblies and pastoral work).

Education will be accessible and adapted for SEND, and will include (as appropriate):

e Safe searching and research skills (including misinformation/disinformation and deepfakes)
e Respectful online behaviour and preventing cyberbullying

e Privacy, digital footprint and password security

e Online relationships, consent and boundaries

e Risksin gaming, streaming and influencer culture

e reporting routes and how to get help.

5.5 Professional boundaries and staff conduct: Maintain clear professional boundaries and
expectations for staff conduct online. Staff will use only approved school systems for professional
communication, avoid private messaging with pupils, and follow the Staff Code of Conduct and
Acceptable Use Agreement. Concerns about staff conduct online will be managed through
safeguarding and HR procedures, including LADO referral where required.

5.6 Privacy and information governance: Protect personal data and uphold privacy while
meeting safeguarding duties. We will handle personal data lawfully and securely, including pupil
images and recordings, and ensure staff understand data protection requirements. Any suspected
or actual data breach will be reported and managed in line with organisational procedures and
escalated to the DPO.

5.7 Clear response to high-risk online harms: Respond decisively to online harms using clear,
consistent procedures.

We will follow safeguarding procedures and relevant national guidance for high-risk incidents
including:

e Grooming and exploitation
e Youth-produced sexual imagery (nudes/semi-nudes) and sextortion
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e Online sexual harassment and coercion

e Extremist content and prevent concerns

e |llegal content and serious criminal concerns.

e Staff will be supported to preserve evidence appropriately and avoid actions that could
compromise investigations (e.g., viewing or forwarding illegal imagery).

5.8 Safe use of devices, platforms and remote learning: Ensure safe use of devices and
platforms, including clear expectations for school-owned and personal devices, and safe
arrangements for remote learning where used. This includes appropriate supervision, secure
access controls, and behaviour expectations for online learning spaces.

5.9 Governance, assurance and continuous improvement: Learn from incidents, near misses
and monitoring through review, audit and improvement. We will analyse trends (e.g., types of
incidents, repeated themes, vulnerable times/places), strengthen controls, update curriculum
content, and refine staff training. Online safety will be regularly reviewed through SLT oversight and
documented assurance processes.

5.10 Partnership working: Work in partnership with parents/carers and external agencies to
promote consistent messages and effective support.

We will share guidance with families, signpost to trusted resources, and collaborate with
safeguarding partners, the local authority, police and other agencies when needed.

5.11 Business continuity and cyber resilience (where applicable): Maintain cyber resilience and
service continuity. Where an online safety incident impacts systems or service delivery (e.g.,
cyberattack, platform failure, internet outage), we will follow the school/organisation Business
Continuity Plan (BCP) to maintain safe education and safeguarding arrangements and restore
services securely.

6. Monitoring, Audit and Compliance

Cavendish View School will maintain an auditable cycle of monitoring, review and improvement to
ensure online safety arrangements remain effective, proportionate and aligned with statutory
guidance and best practice. Monitoring is used to strengthen safeguarding, improve teaching and
learning, and ensure consistent compliance with this policy and associated acceptable use
agreements.

6.1 Policy review cycle: This Online Safety Policy will be reviewed at least annually and
additionally where required due to:

e Changes in statutory guidance (e.g., kcsie, dfe filtering and monitoring standards, ukcis
guidance)
e Emerging technology risks (e.g., Al/deepfakes, new platforms, new forms of exploitation)
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e significantincidents, near misses, complaints or safeguarding learning

e changes to school systems, platforms, devices or network arrangements.

e The Online Safety Lead will coordinate the review in partnership with the DSL, Technical
Lead and SLT, and will ensure the controlled copy is updated on BLINK.

6.2 Filtering and monitoring effectiveness checks (DfE-aligned): Filtering and monitoring
arrangements will be reviewed on a termly basis to ensure they remain effective and appropriate
for pupil age, need and vulnerability (including SEND).

e Termly checks willinclude (as a minimum):

e Confirmation that filtering is active across relevant networks/devices and is appropriately
differentiated by user group

o Review of monitoring alerts and trends (e.g., repeated searches, concerning keywords,
attempted access to blocked content)

e Review of false positives/negatives and whether adjustments are required

o Confirmation that change requests are authorised and auditable

e Confirmation that monitoring responsibilities are not held by a single individual without
oversight.

o Evidence of checks and actions will be retained (e.g., reports, screenshots, change logs) and
summarised for SLT.

6.3 Incident reporting, recording and trend analysis: All online safety concerns and incidents
must be reported to the DSL and/or Online Safety Lead and recorded on CPOMS/Nourish in line
with safeguarding procedures.

The Online Safety Lead will maintain oversight of online safety incident themes and will
complete termly trend analysis, considering:

e Types of incidents (content/contact/conduct)

e Locations/times (e.g., transport, breaktimes, home learning)
e Repeated patterns or vulnerable groups

e Links to safeguarding, behaviour, attendance or wellbeing.

Learning from incidents will be used to inform:

e Curriculum updates (PSHE/RSHE/Computing)

e Staff briefings and training priorities

e Technical control adjustments (filtering/monitoring)
e Parent/carer communications and support.

6.4 Safeguarding assurance and escalation: Where online safety concerns meet safeguarding
thresholds (e.g., grooming, exploitation, youth-produced sexual imagery, sextortion, extremist
content, serious bullying/harassment), responses will be managed through safeguarding
procedures and escalated to external agencies where required (e.g., children’s social care, police,
Prevent/Channel).
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e The DSL will ensure that safeguarding decisions and outcomes are recorded appropriately
and that any required multi-agency actions are followed through.

e Where incidents raise immediate risk, interim safeguards will be implemented without delay
(e.g., device restrictions, supervision changes, safety planning).

6.5 Staff compliance: acceptable use and professional conduct: Compliance with this policy
and the Staff Acceptable Use Agreement is mandatory.

Staff acceptable use agreements will be:

e Completed at induction for new staff
e Reaffirmed at least annually (or when updated).

e Any breaches of staff conduct online will be managed in line with safeguarding and hr
procedures, including escalation to LADO where required.

6.6 Training compliance and effectiveness: The school will maintain records of online safety and
safeguarding training completion.

Online safety training will be monitored to ensure:

e All new staff receive induction training
e Refresher training occurs at least annually
e Targeted trainingis provided where monitoring or incidents indicate need.

e Training effectiveness will be reviewed through incident trends, staff feedback and
monitoring outcomes.

6.7 Curriculum coverage and pupil understanding: Online safety education will be monitored
through curriculum oversight (e.g., PSHE/RSHE and Computing planning) to ensure contentis:

e Age-appropriate and adapted for SEND
e Revisited regularly
e Responsive to emerging risks.

e Evidence may include lesson planning, pupil work, staff feedback, and pupil voice (where
appropriate).

6.8 Data protection and breach reporting assurance: Any actual or suspected data breach
involving online systems, devices, images, recordings or personal data must be reported

immediately in line with organisational procedures and escalated to the DPO (Group Head of
Regulatory Quality Compliance and Policy).

e Databreachthemes and learning will be reviewed as part of the school’s wider information
governance arrangements and used to strengthen controls and staff practice.

6.9 Governance reporting and accountability: The Online Safety Lead will provide a termly
summary report to SLT (or as agreed), which may include:
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e Incident themes and actions taken

e Filtering/monitoring review outcomes

e Training compliance status

e Curriculum updates and parent/carer engagement activity

e Keyrisks and planned mitigations.

e Where significant risk is identified, SLT will ensure appropriate escalation within Salutem
governance routes and implementation of additional controls.

6.10 Business continuity (where applicable): Where an online safety incident impacts service
delivery (e.g., cyber incident, platform failure, loss of internet), the school will follow the
relevant Business Continuity Plan (BCP) to maintain safe education and safeguarding
arrangements, and to restore systems securely.

6.11 Non-compliance and corrective action

e Where monitoring identifies non-compliance or weaknesses, corrective actions will be
agreed with owners and timescales.

e Persistent or serious non-compliance may result in management action and/or disciplinary
procedures, in line with organisational policies.

6.12 Evidence retention (audit trail): Evidence of monitoring and compliance will be retained in
line with record-keeping requirements and may include:

e CPOMS/Nourishincident logs and safeguarding records
o filtering/monitoring reports and review checklists

e training records and induction signoffs

e acceptable use agreementrecords

e policyreview records and updates.

7. Areas of Responsibility

Online safety is a whole-school safeguarding responsibility. All members of the school community
have arole in creating a safe digital environment, supported by clear leadership oversight, effective
technical controls, and consistent education and reporting processes.

7.1 Headteacher: The Headteacher is accountable for ensuring effective online safety
arrangements are in place. The Headteacher will:

e Provide strategic leadership and ensure online safety is prioritised within safeguarding and
school improvement

e Ensure this policy is implemented, resourced, and reviewed in line with statutory guidance

e Ensure appropriate roles are appointed (dsl, online safety lead, technical support) and that
staff are trained and supported
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e Ensure serious incidents and allegations are managed appropriately, including escalation to
external agencies where required

e Ensure parents/carers can access relevant policies and guidance and that communication
is clear and timely

e Ensure online safety is reflected in governance reporting and assurance.

7.2 Education Senior Leadership Team (SLT): Education SLT will support effective
implementation by:

e Modelling and reinforcing expectations for safe and professional technology use

e Ensuring consistent application of this policy across all areas of the school

e Receiving and scrutinising termly online safety assurance reports (incidents, trends,
filtering/monitoring review outcomes, training compliance)

e Supporting the online safety lead and dsl to implement actions following incidents, audits or
emerging risks

e Ensuring learning from incidents informs practice, curriculum, staff development and
resourcing decisions.

7.3 Designated Safeguarding Lead (DSL): The DSL has lead responsibility for safeguarding
responses to online safety concerns. The DSL will:

e Ensure online safety concerns are managed through safeguarding procedures and recorded
on CPOMS/Nourish

e Assessrisk and determine thresholds for escalation to children’s social care, police,
Prevent/Channel, and other agencies

e Oversee responses to high-risk incidents including grooming, exploitation, youth-produced
sexualimagery, sextortion, cyber-enabled abuse, and extremist content

e Provide advice to staff on immediate actions (e.g., preserving evidence, safe handling of
devices, not viewing illegal imagery)

e Ensure safeguarding decisions, actions and outcomes are documented and reviewed

e ensure appropriate liaison with parents/carers, balancing safeguarding, confidentiality, and
the needs of the child.

7.4 Online Safety Lead (OSL): The Online Safety Lead is responsible for day-to-day coordination of
online safety practice. The OSL will:

e |eadthe development, implementation and review of online safety policies, procedures and
appendices (aups, flowcharts, guidance)

e Support staff with advice, guidance and training and ensure key messages are
communicated regularly

e Oversee online safety education and ensure it is embedded across the curriculumiin
partnership with curriculum leads
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e Maintain oversight of online safety incidents and trends, ensuring appropriate recording and
escalation to the DSL

e Coordinate termly filtering and monitoring effectiveness checks with technical staff and
provide summary reports to SLT

e Maintain an auditable record of actions taken in response to incidents, monitoring findings
and policy updates.

7.5 Technical Lead / Network Support (IT/Technical Staff): Technical staff are responsible for
maintaining secure systems and supporting safeguarding-led controls. They will:

e Maintain secure infrastructure, user accounts, access rights and device management
arrangements

e Implement and maintain filtering and monitoring systems in line with dfe standards and
school requirements

e Provide appropriate reporting and evidence to support termly reviews (e.g., monitoring
alerts, filtering effectiveness, change logs)

e Ensure security updates, antivirus/endpoint protection and patching are maintained

e Supportincident response where technical investigation or containment is required (e.g.,
isolating devices, restoring systems)

e Ensure filtering/monitoring responsibilities and access are appropriately governed (not held
by one person without oversight).

7.6 Data Protection Officer (DPO): The DPO (Group Head of Regulatory Quality Compliance and
Policy) will:

e Provide advice and oversight on data protection compliance within online safety practice

e Support management of personal data breaches, including assessment of risk and reporting
requirements

e Advise on privacy notices, lawful bases, retention, and secure handling of personal data
(including pupil images and recordings)

e Support audits and improvements related to information governance.

7.7 Teaching Staff: Teaching staff will:

e Model safe and appropriate online behaviour and maintain professional boundaries

e Teach online safety explicitly as part of the curriculum and reinforce key messages routinely

e Supervise pupils’ use of devices and online resources and apply classroom-level controls
and routines

e Ensure pupils understand how to report concerns and feel safe to do so

e Reportand record concerns promptly in line with safeguarding procedures (cpoms/nourish)
and escalate immediately where risk is high
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e Ensure any online learning activities are planned safely (e.g., pre-checking websites, using
approved platforms).
7.8 Support Staff (including Teaching Assistants and Pastoral Staff): Support staff will:

e Support safe and purposeful use of technology in classrooms and around the school

e Reinforce online safety messages and support pupils to use devices safely and respectfully

e Monitor and report concerns promptly to the dsl/online safety lead and record as required

e Supportimplementation of individual risk management strategies for pupils who are
vulnerable online (as directed by SLT/DSL).

7.9 Pupils/Learners: Pupils are expected (with support appropriate to age and need) to:

e Follow the Pupil Acceptable Use Agreement and classroom expectations

e Use technology respectfully and safely

e Tell atrusted adult if they feel unsafe, pressured, threatened, or see something worrying
online

e Understand that online behaviour has real-world consequences and that the school may
take action where online incidents impact safety or school life.

7.10 Parents/Carers: Parents/carers are encouraged to:

e Supportonline safety messages at home and reinforce safe behaviour

e Engage with school communications and guidance (e.g., newsletters, workshops,
signposting)

e Report concerns to the school promptly, especially where online incidents may affecta
child’s safety or wellbeing

e Follow expectations around the taking and sharing of images/videos at school events and
online.

7.11 Volunteers, Contractors and Visitors: All volunteers, contractors and visitors must:

e Follow the school’s safeguarding expectations and any relevant acceptable use guidance
while on site

e Use school Wi-Fi and systems only as permitted and for appropriate purposes

e Reportany concerns immediately to a member of staff.

7.12 Al Staff (shared responsibility): All staff, regardless of role, must:

e Upholdthis policy and acceptable use expectations
e Maintain vigilance and professional curiosity about online risks
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e Report concerns promptly and support a culture of safeguarding and respectful digital
behaviour.

8. Learning and Development

Cavendish View School recognises that effective online safety practice depends on staff
confidence, consistent routines, and up-to-date understanding of emerging risks. Online safety
learning and development will therefore be planned, role-specific, and refreshed regularly, with
additional support provided where monitoring or incidents identify need.

8.1 Induction (all new staff, volunteers and regular visitors):All new staff will receive online
safety input as part of safeguarding induction, including:

e The Online Safety Policy and how it links to safeguarding/child protection, behaviour, staff
conduct and data protection

e Reporting routes and recording expectations (including use of CPOMS/Nourish)

o Acceptable use expectations and professional boundaries

e Howtorespond to concerns safely (e.g., preserving evidence, not investigating alone,
escalation to DSL/Online Safety Lead)

o Key high-risk areas relevant to the school (e.g., grooming, exploitation, youth-produced
sexual imagery, cyberbullying, extremist content).

Induction will include completion/signing of the Staff Acceptable Use Agreement.

8.2 Mandatory refresher training (all staff): All staff will complete online safety training and
updates at least annually, and more frequently where required. Refresher training will include:

e Current safeguarding guidance and local procedures (including KCSIE-linked expectations)

o Emergingrisks (e.g., Al/deepfakes, sextortion, harmful content trends, gaming/streaming
risks)

o Safe professional practice and boundaries online

¢ Reporting and recording expectations, including thresholds for escalation.

8.3 Role-specific training and competence: Additional training will be provided to staff with
specific responsibilities, including:

o DSL and deputy DSLs: advanced online safeguarding, thresholds, multi-agency working,
UKCIS guidance on youth-produced sexual imagery, Prevent/Channel processes, managing
peer-on-peer abuse online.

¢ Online Safety Lead: policy leadership, curriculum oversight, incident trend analysis, staff
briefing delivery, DfE filtering/monitoring standards, and assurance reporting.
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o Technical staff: secure configuration, filtering/monitoring standards, alert handling,
evidence preservation, incident containment, and audit trail requirements.

e Teaching staff: curriculum delivery of online safety (PSHE/RSHE/Computing), safe
searching, managing online incidents in class, and SEND-adapted approaches.

e Support/pastoral staff: recognising online risk indicators, supporting pupils to report
concerns, and reinforcing safe routines.

8.4 Ongoing updates, briefings and awareness: Online safety learning will be reinforced
throughout the year through:

o Staff briefings and updates (e.g., “what we are seeing” themes from incidents/monitoring)

o Safeguarding updates and scenario discussions

e Sharing national campaigns and resources (e.g., safer internet day, wake up Wednesday,
child net)

e Reminders of reporting routes and immediate actions for high-risk incidents.

8.5 Curriculum development and staff support: Staff will be supported to deliver online safety
education effectively by:

e Accessto planned curriculum resources and lesson materials

e Guidance on adapting content for send and communication needs

e Support from subject leads/online safety lead to ensure consistent messages and
progression across the school

e Opportunities to share effective practice and strategies for teaching online safety and digital
resilience.

8.6 Learning from incidents and audits: Training priorities will be informed by:

e Incident trends and themes recorded on CPOMS/Nourish
e QOutcomes from filtering/monitoring reviews

e Audit findings and monitoring reports

o Feedback from staff, pupils and parents/carers.

Where incidents indicate a specific need (e.g., repeated cyberbullying, harmful searching,
boundary issues, misinformation), targeted training or coaching will be implemented promptly.

8.7 Recording and assurance: The school will maintain records of:

e Induction completion and signed acceptable use agreements
e Annual refresher training completion

e Role-specific training for dsl/online safety lead/technical staff
e Briefings and updates delivered (where applicable).
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These records will supportinternal assurance and inspection readiness.

9. Associated Documents

e Safeguarding & Child Protection Policy

Behaviour Policy

Anti-Bullying Policy
Staff Code of Conduct
Acceptable Use Agreements (Staff / Pupil / Parent-Carer)

Information Governance, Data Protection and Data Quality Framework Policy 2026

Relationship & Sex Education Policy

Remote Learning Guidance (where applicable)

Searching, Screening and Confiscation guidance/procedure (DfE aligned)

Legal, Regulatory & Standards Framework

Keeping Children Safe in Education (KCSIE) — current version

Working Together to Safeguard Children — current version

Prevent Duty Guidance (and Channel duty guidance)

Independent School Standards (ISS) Regulations

Ofsted Education Inspection Framework (EIF) (as applicable)
UK GDPR and Data Protection Act 2018

Equality Act 2010

Education Act 2002 (safeguarding duties)

DfE Filtering and Monitoring Standards for Schools and Colleges

UKCIS guidance (including sharing nudes and semi-nudes / youth-produced sexual imagery)

DfE Searching, Screening and Confiscation guidance

11. Version Control

This is a controlled document. As a controlled document, any printed copies of this document, or
saved onto local or network drives should be actively monitored to ensure the latest versionis
always available.

Version
Date Author Summary of Changes Approved B
Number y g PP y
V1 January 2024 Charlotte Liley | New policy Craig Harris
V1.1 October 2025 Carole Doherty | Reviewed Craig Harris
V2.0 August 2026 Melinda Glover | Version 2.0 updates the Online Safety | James
Policy to strengthen safeguarding and | Winchester
independent special school
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compliance by clarifying scope and
reporting routes, expanding
definitions to reflect current online
risks, strengthening roles (including
DSL/Online Safety Lead/technical
staff and DPO escalation), aligning
filtering and monitoring to DfE
standards with termly assurance
checks, improving incident response
expectations (including high-risk
thresholds and evidence
preservation), updating the
legal/regulatory framework to current
education guidance (e.g.,
KCSIE/ISS/UKCIS), and adding
appendices to support consistent
implementation and audit via
CPOMS/Nourish

. Appendices

[N/A [ |
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